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Aims  

Fountains High School  is  comm itte d to  e nsuring  a  safe ,  support ive  and inclusive  digital  
e nvironme nt  for  al l  pupi ls,  staff  and me mbe rs of  the wide r school  comm unity.  We  
re cog nise  that  onl ine safety  is  an integ ral  part  of  safe g uarding and we llbe ing ,  and that  
pupi ls  with  spe cial  educat ional  ne eds and disabi l i t ies  (SEND) m ay be  disproport ionate ly  
vulne rable  to  onl ine  harm . 

This  pol icy aims to:  
•  Ensure  robust  safeg uarding arrang eme nts  are  in  place  to  protect  pupi ls  and staff  

f rom  onl ine  r isks,  including  those associate d with  em erg ing  technolog ie s such as 
art i f icial  inte l l ig ence (AI )  

•  Provide  a  preventat ive ,  proport ionate  and inclusive  approach  to  onl ine  safe ty  that  
re f le cts  the  ne eds of  a  spe cial ist  school  com m unity  

•  Cle arly  de f ine  role s,  re sponsibi l i t ie s and accountabi l i ty  in re lat ion to onl ine  safety,  
f i l te r ing  and m onitor ing  

•  Support  pupi ls  to deve lop appropriate dig ital  l i te racy,  comm unicat ion and 
re si l ience  ski l ls ,  taking  account  of  cog nit ive  abi l i ty ,  com m unicat ion ne ed and 
indiv idual  vulne rabi l ity  

•  Ensure  e ffe ct ive  f i l ter ing  and m onitor ing  system s  are in  place  on al l  school -owned 
de vice s and ne tworks,  in  l ine with  Departm e nt  for  Educat ion expe ctat ions  

•  Establ ish cle ar  proce dures  for  ide nt i fy ing ,  re port ing ,  responding  to and re cording  
onl ine  safe ty  conce rns and safe g uarding  incide nts  

T he fou r key categories of  online r isk  

Our approach to  onl ine  safe ty  is  structure d around the four  cate gor ie s ide nt i f ie d in  
nat ional  g uidance ,  inte rpre te d through a  SEND and vulne rabi l i ty -aware  le ns : 

Content :  Exposure  to  i l le g al,  inappropriate  or  harm ful  mate r ial ,  including  (but  not 
l im ited to):  pornog raphy;  v iole nce ;  e xtrem ist  content;  d is inform ation and 
m isinform ation;  m isog yny;  se lf -harm and suicide  conte nt;  hate  spee ch;  and 
AI-g e ne rated or m anipulate d conte nt  ( including  de epfake s).  

Contac t Harmful  online  inte ract ion,  including  g room ing ,  coe rcion,  pee r -on-pe e r 
abuse ,  exploitat ion,  onl ine  persuasion,  or  inappropriate contact  f rom  adults or  
othe r young  pe ople .  

Condu c t Online be haviours  that  m ay cause  harm , including  bul ly ing ,  harassme nt,  
abusive comm unication,  m isuse  of  te chnolog y,  cre at ion or  shar ing  of  image s 
without  conse nt  ( including  AI -g ene rated im age ry),  and dif f icult ie s  unde rstanding  
social  boundaries  in  onl ine  c omm unicat ion.  

Commerc e  Online  r isks  such as scam s, phishing ,  f inancial  e xploitat ion,  in -app 
purchase s,  g ambling,  advert is ing  manipulat ion and data harvest ing .  
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Contex tual  safegu arding and SEN D  

The  school  re cog nises that:  
•  pupils  with  SEND m ay have  re duced capacity  to  assess r isk  
•  some  pupils  may take  onl ine  content  l i te ral ly  
•  com m unicat ion tools m ay form  a core  part  of  ide nt ity,  autonom y and access  

Onl ine  safe ty  education,  supe rvis ion,  f i l te r ing and responses wil l  the re fore  be  adapted,  
indiv idual ise d and proport ionate ,  in  l ine  with  pupi ls’  cog nit ive ,  comm unicat ion and 
e m otional  nee ds.  

Legislation and  guidance  

This  pol icy is  informe d by,  and should be re ad along side ,  the  fol lowing  statutory  and 
non -statutory  g uidance :  

•  Keeping Children Safe in Educ ation (KCSIE)  –  Septem ber  2025 ,  and in  ant icipat ion 
of  e xpe ctat ions within  the  draft  2026 update ,  part icular ly  in  relat ion to:  

o  f i l te r ing  and m onitor ing  gove rnance  
o  art i f icial  inte l l ig ence and e me rg ing  onl ine r isks  
o  safeg uarding  vulne rabi l i ty  and conte xtual  harm  

•  W orking Together to Safegu ard Children  –  statutory  inte r -agency safe g uarding  
g uidance 

•  T eac hing Online Safety in Sc hools  (DfE)  

•  DfE Digital  and T ec hnology Standards ,  including :  
o  Fi l te r ing  and Monitoring  Standards for  Schools  and Colleg es  
o  Cybe r  Se curity  Standards  

•  Searc hing,  Sc reening and Confisc ation  (DfE)  

•  Prevent  du ty gu idanc e:  Guidanc e for  spec if ied au thorit ies in England and W ales  
–  prote ct ing  pupi ls  f rom  radical isat ion and e xtrem ism  

•  Data protec tion:  T he UK's data protec tion legislation -  GOV.UK  

•  Edu cation Ac t  1996 ,  Educ ation and Inspec tions Ac t 2006 ,  Edu c ation Ac t  2011  

•  Equ ality Ac t  2010 ,  with  part icular  re gard to  disabi l i ty  and re asonable  adjustme nts  

Whe re  g uidance  is update d dur ing  the  l i fe t ime  of  this pol icy,  the  school  wi l l  re spond 
proport ionate ly  and re vise  pract ice  as require d.  

Artif icial  Intell igence (AI)  and Emerging Technology  

This  pol icy re f le cts  the  De partme nt  for  Educat ion’s  publ ishe d g uidance on the safe  and 
e ffe ct ive  use  of  AI  in  e ducat ion and re cognise s that:  

•  AI  pre se nts  s ig nif icant  safe g uarding ,  data prote ct ion and we llbe ing  conside rat ions  

https://assets.publishing.service.gov.uk/media/68add931969253904d155860/Keeping_children_safe_in_education_from_1_September_2025.pdf
https://consult.education.gov.uk/independent-education-and-school-safeguarding-division/keeping-children-safe-in-education-2026-revisions/supporting_documents/keeping_children_safe_in_education_2026_draft_for_consultationpdf-1
https://www.gov.uk/government/publications/teaching-online-safety-in-schools/teaching-online-safety-in-schools
https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges
https://assets.publishing.service.gov.uk/media/62d1643e8fa8f50bfbefa55c/Searching__Screening_and_Confiscation_guidance_July_2022.pdf
https://assets.publishing.service.gov.uk/media/65e5a5bd3f69457ff1035fe2/14.258_HO_Prevent+Duty+Guidance_v5d_Final_Web_1_.pdf
https://www.gov.uk/data-protection
https://www.legislation.gov.uk/ukpga/1996/56/contents
https://www.legislation.gov.uk/ukpga/2006/40/contents
https://www.legislation.gov.uk/ukpga/2011/21/contents
https://www.legislation.gov.uk/ukpga/2010/15/contents
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•  r isks  include  m isinform ation,  hal lucinat ions,  synthet ic or  m anipulate d conte nt,  and 
m isuse for  e xploitat ion or  bul ly ing  

•  staff  and pupil  use of  AI  m ust  be r isk -asse sse d,  cle arly  bounde d and al ig ne d with 
safeg uarding  expe ctat ions  

AI  is  there fore addressed expl icit ly  within this  pol icy  as an online  safe ty  and safeguarding  
issue ,  not  sole ly  a  curr iculum  m atter.  

Personal devices , AAC & specialist  access devices and medical  need  

Fountains High  School  doe s not  ope rate a g e ne ral  B r ing  Your  Own De vice (B YOD) mode l  
for  pupi ls.  

The  only  pe rm itte d exce ptions are  the  use  of  approve d Augm entat ive  and Alternat ive  
Comm unicat ion (AAC) de vice s,  spe cial ist  acce ss te chnology,  or  de vices re quired for  
m edical  purposes,  whe re :  

•  the  device  is  e sse nt ial  to  support  comm unicat ion,  le arning ,  acce ss or  an ide nt if ied 
m edical  nee d 

•  i ts  use  is  expre ssly  ag ree d and docume nte d as part  of  a  pe rsonal ised plan or  
m edical  arrang eme nt  

•  use  is  purpose -spe cif ic  and l im ited to the ag ree d funct ion  
•  appropriate  supe rvision,  safe g uarding  m easure s,  f i l te r ing  and m onitor ing controls  

are  in  place  
•  use  complie s with  this  pol icy,  Acce ptable Use Ag re em ents and wide r  safeg uarding  

arrange me nts  

Approve d AAC, spe cial ist  acce ss and me dical  de vice s are  re cog nised as assist ive  or  
he alth -support  tools,  not  d iscre t ionary  pe rsonal  te chnolog y,  and the ir  use  is  m anag ed 
according ly.  

Roles and responsibil it ies  

Online  safe ty  is  re cog nised as a  share d safe g uarding responsibi l i ty .  Cle ar  le ade rship,  
accountabi l i ty  and unde rstanding of  roles  are e sse nt ial  to e nsure  that  pupi ls are  
prote cte d e ffe ct ive ly,  part icular ly  in  a spe cial ist  conte xt  whe re  vulne rabi l i ty ,  
com m un icat ion ne ed and cog nit ive  prof i le  m ay incre ase  r isk.  

Al l  m em be rs of  the  school  comm unity m ust  act  in  accordance with  this  pol icy  and re lated 
safeg uarding  proce dure s.  

T he Governing Board  

The  gove rning  board has strateg ic ove rsight  of  onl ine  safe ty  and holds se nior  le aders  to  
account  for  the  e ffe ct ive  im ple me ntat ion of  this pol icy.  
In  ful f i l l ing  this  re sponsibi l i ty ,  the  g ove rning  board wil l :  

•  e nsure that this Onl ine  Safe ty Pol icy  is  revie wed at  le ast annually  and in  re sponse  
to  chang e s in  statutory  g uidance  
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•  e nsure that appropriate  f i l te r ing  and m onitor ing  system s are  in  place  on al l  school -
owne d device s and ne tworks  

•  re ce ive  assurance  f rom  se nior  le aders  that  f i l ter ing  and m onitor ing  arrang em ents 
are  e f fe ct ive ,  proport ionate  and re vie we d re g ular ly  

•  e nsure that onl ine  safe ty,  including  f i l te r ing  and m onitor ing ,  form s part  of  the 
school’s  wide r  safe guarding  frame work  

•  e nsure that al l  staff  re ce ive  appropriate  safe g uarding and onl ine  safe ty  t raining ,  
including  unde rstanding  the ir  role  in  f i l te ring  and m onitor ing  

•  e nsure that onl ine  safe ty provis ion and teaching  is  appropriate  to  pupi ls  with SEND 
and addit ional  vulnerabi l i t ies  

The  gove rning  board does not m anage  day -to-day onl ine  safe ty arrang em ents but  e xpe cts  
cle ar  report ing  and accountabi l i ty  f rom  se nior  le ade rs and the  Desig nate d Safe g uarding 
Le ad. 

The  Safe g uarding l ink  g ove rnor  wi l l  have ove rsig ht of  safe g uarding  and onl ine  safe ty.  

T he Ex ecu tive Headteac her /  Head of  School  

The  Exe cutive  He adte ache r and He ad of  School  have  overal l  re sponsibi l i ty  for  ensur ing  the  
safe ty  and we llbe ing  of  pupi ls and staff ,  including  onl ine  safe ty.  

The y wi l l :  
•  e nsure that this pol icy  is  implem ented consiste ntly  across the  school  
•  e nsure that onl ine  safe ty is  e mbedde d within  safe g uarding culture ,  pol icie s  and 

staff  pract ice  
•  e nsure cle ar  de le g at ion of  ope rat ional  re sponsibi l i ty  to  the  Desig nate d 

Safe g uarding  Le ad (DSL)  
•  e nsure that staff  are  t rained,  supported and conf ident  in  re sponding  to onl ine  safety  

conce rns 
•  e nsure that system s, staff ing  and re source s are  suff icie nt  to  m ee t  f i l te r ing ,  

m onitor ing and safe guarding  e xpe ctat ions  
•  e nsure that se r ious onl ine  safety  conce rns involv ing staff  are  m anag ed in  l ine  with 

safeg uarding  and al le g at ions procedure s  

T he Designated Safegu arding Lead (DSL)  

The  Desig nated Safeg uarding Le ad (DSL)  take s le ad re sponsibi l i ty  for  onl ine  safe ty as  part  
of  the ir  safeg uarding role .  

This  includes owne rship  and unde rstanding  of  f i l ter ing and monitor ing  arrange ments,  in  
l ine  with  statutory  g uidance .  

The  DSL wil l :  
•  take  strate g ic and ope rat ional  re sponsibi l i ty  for  onl ine  safe ty  within  the  school  
•  e nsure that onl ine  safe ty conce rns are  m anag ed in  l ine  with  chi ld  prote ct ion 

procedure s 
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•  unde rstand how the  school’s  f i l te r ing  and monitor ing  systems work,  what  they  do 
and do not  cove r,  and the ir  safeg uarding  l im itat ions  

•  e nsure that safe g uarding  ale rts  ar is ing  from  m onitor ing system s are  re sponded to  
promptly and appropriate ly  

•  work close ly  with  te chnical  staff  to  e nsure  f i l te r ing and monitor ing  arrang em ents 
re m ain effe ct ive  and proport ionate  

•  provide  assurance  to the  g ove rning  board re g arding  the  e ffe ct ive ne ss of  f i lte r ing  
and m onitor ing system s  

•  e nsure that onl ine  safe ty incidents  are  appropriate ly  re corde d and re vie we d  
•  e nsure that em erg ing r isks,  including  those  associated with  art i f icial  inte l l ige nce ,  

m anipulate d conte nt and onl ine  exploitat ion,  are  re f le cted in  pract ice  and training  
•  e nsure onl ine  safety  approache s take  account  of  SEND, com municat ion nee ds and 

indiv idual  vulne rabi l ity  
•  de l ive r  or  coordinate staff  t raining  and updates re lat ing to  onl ine  safe ty  
•  l ia ise  with  e xte rnal  ag e ncies whe re  ne ce ssary,  including safe guarding  partne rs,  the 

local  author ity  or  the pol ice  

Digital  Operations Tec hnic ian  

The  ICT or  System s Le ad is  responsible  for  the te chnical  implem e ntat ion of  onl ine  safe ty  
m e asure s and works unde r  the strate g ic dire ct ion of  se nior le ade rs and the  DSL.  

The y wi l l :  
•  instal l ,  m anage  and m aintain  f i l te r ing and monitor ing  systems on school -owne d 

de vice s and ne tworks  
•  e nsure that i l leg al  and inappropriate  conte nt  is  blocke d in  accordance  with  

statutory e xpe ctat ions  
•  e nsure that f i l te r ing and m onitor ing system s are  re vie we d and te ste d reg ular ly  
•  m aintain  se cure  ne twork infrastructure ,  including  acce ss controls  and device  

m anag em ent 
•  ke ep appropriate  re cords re lat ing  to  te chnical  incide nts  or  chang es  
•  im pleme nt  ag re ed conf ig urat ions for  approved AAC or spe cial ist  de vices,  whe re  

the se  re quire ne twork acce ss  
•  e nsure that atte mpts to  bypass f i l te r ing  or  se curity  controls  are  ide nt i f ie d and 

re ported 

The  Dig ital  Operat ions Te chnician  doe s not  de term ine  safeg uarding  thre sholds or  
re sponse s –  the se  rem ain the  re sponsibi l ity  of  the DSL.  

All  Staff  and Volu nteers  

All  staff  and voluntee rs  have  a  re sponsibi l i ty  to:  
•  re ad,  unde rstand and fol low this  Onl ine  Safe ty Pol icy  
•  adhere  to  the  Staff  Acce ptable  Use  Agreem e nt  
•  uphold safeg uarding  re sponsibi l i t ie s at  all  t im es  
•  re m ain v ig i lant  to  online  safe ty  concerns,  including  those ar is ing  f rom  pupil  

com m unicat ion,  behaviour  or  d istre ss  
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•  unde rstand the ir  role in  f i l te r ing and monitor ing ,  including :   
o  what  to  do i f  the y  be lie ve f i l ter ing has fai le d  
o  how to re port  conce rns promptly  

•  supe rvise  pupi ls  appropriate ly  whe n te chnology  is  be ing  used  
•  e nsure that any onl ine  safe ty conce rns are  reporte d to  the DSL without  de lay  
•  m ode l  safe ,  profe ssional  and appropriate dig ital  behaviour  
•  fol low cle ar  boundarie s  around te chnology  use ,  including  pe rsonal  de vices  

Staff  m ust  not  use  unapprove d dig ital  tools,  platforms or  AI  system s with  pupi ls.  

Pu pils  

Pupils  are  supported and e xpe cted,  at  a le ve l  appropriate to  the ir  ag e ,  abi l i ty  and ne eds,  
to:  

•  use  te chnolog y  safe ly,  re spe ctful ly  and as dire cte d by staff  
•  unde rstand basic rule s  for  onl ine  safe ty  and dig ital  be haviour  
•  com m unicate  using te chnolog y  in  ways that  are appropriate and safe  
•  re port  concerns or  worr ie s about  onl ine  content  or  contact  to  a  t rusted adult  

Expe ctat ions for  pupi ls  are  personal ised to  re f le ct  SEND, comm unicat ion nee ds and 
supe rvis ion le ve ls.  

Parents and Carers  

Pare nts  and carers  are  expe cted to:  
•  support  the  school’s approach to onl ine  safe ty  
•  e ng ag e with  g uidance  shared by  the  school  
•  re inforce  safe  onl ine be haviours  at  home  whe re appropriate  
•  raise  conce rns about  onl ine safe ty promptly  with  school  staff  

The  school  re cog nises that pare nts  and care rs  m ay require  addit ional  support  and 
g uidance  due  to  the  com plexity  of  onl ine r isks  and the  nee ds of  pupi ls with  SEND.  

Visitors and Ex ternal  Professionals  

Visitors  and e xte rnal profe ssionals  using  school  syste ms or  device s m ust:  
•  com ply with  this  pol icy  and Acceptable  Use  e xpe ctat ions  
•  use  school te chnolog y  only  for  profe ssional  purposes  
•  re port  any  onl ine  safe ty  conce rns to  a  mem be r  of  staff  

Spec if ic  c larif ication:  Personal devic es and AAC  

Staff  and pupils  are  not  pe rm itte d to  br ing  or  use  pe rsonal  device s (B r ing Your  Own De vice  
–  B YOD) within  school.  

The  only  e xcept ion to  this  is  the  use  of  approved Aug me ntat ive  and Alternat ive  
Comm unicat ion (AAC) or  spe cial ist  access de vices,  whe re  such device s are  re quire d to  
support  comm unication,  le arning  or  access ne eds.  

Any pe rm itted AAC or  spe cial ist  de vice  use  m ust  be :  



 
 
 
 

 
ONLINE SAFETY  

POLICY    
 

REPORT 2020 – 2021 
REPORT 2020 – 2021 

| 10 

•  e xpl icit ly  ag re ed by  the  school  
•  subje ct  to appropriate  safe g uarding controls  and supe rvis ion  
•  consiste nt  with f i l tering ,  m onitor ing  and acce ptable  use  arrange me nts  

AAC and spe cial ist  acce ss de vices are  t reate d as assist ive  com m unicat ion tools,  not  
d iscre t ionary pe rsonal  te chnology.  

Educating pupils about online  safety  

Fountains High School  re cog nise s that  e ducat ing  pupi ls  about  onl ine  safe ty  is  a  core  
safeg uarding  re sponsibi l i ty .  Teaching  is  de sig ned to  he lp  pupi ls  deve lop the  knowle dge ,  
unde rstanding  and ski l ls  nee de d to  e ng age  safe ly  with  dig ital  te chnolog y,  within th e  l im its  
of  the ir  de ve lopme ntal,  cog nit ive  and com m unicat ion ne eds.  

Onl ine  safe ty  education is  de l ive re d in  a  way that is :  
•  de ve lopme ntal ly  appropriate  
•  indiv idual ise d  
•  care ful ly  scaffolde d  
•  re inforce d through adult  supe rvis ion and m ode ll ing  

We  do not assum e  that  pupi ls  wi l l  deve lop ful l  inde pe nde nce  onl ine ;  instead,  educat ion 
focuse s on supported and safe  e ng ag ement,  re cognising  that  adult  responsibi l i ty  re m ains 
ce ntral .  

Cu rricu lu m approach  

Online  safe ty  education is  e mbedde d within:  
•  Computing 
•  PSHE /  Re lat ionships and He alth Educat ion  
•  com m unicat ion and l i fe -ski l ls  programmes  
•  the rape utic and pastoral  work  
•  daily  classroom  pract ice  and rout ine s  

Ke y me ssage s are  revis ited re g ular ly  and re inforce d through:  
•  visual  supports  
•  re pe t it ion and consiste ncy  
•  m ode ll ing by t ruste d adults  
•  adapte d lang uage  and sym bols  
•  targ eted inte rve nt ions whe re  ne eded  

Te aching is  always adapte d to  re f le ct pupi ls’ :  
•  SEND prof i le s  
•  com m unicat ion ne eds  
•  e m otional  reg ulat ion nee ds  
•  t raum a history  or  vulne rabi l i ty  

Core themes of  online safety edu c ation  
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Pupils  are  supported,  at  an appropriate  leve l,  to  deve lop unde rstanding  of  the  fol lowing  
are as:  

Safe u se of  tec hnology  
•  using  de vices only  with  adult  pe rm ission  
•  unde rstanding  that  de vice s and onl ine  space s are  supe rvised  
•  re cog nising  that te chnology  is  a tool  for  learning  and comm unicat ion,  not  

unre str icte d access  

Commu nic ation and relationships  
•  unde rstanding  appropriate and inappropriate  com m unicat ion  
•  re cog nising  unsafe  re que sts  or  me ssage s  
•  de ve loping  an unde rstanding  of  conse nt and boundarie s  (where  appropriate )  
•  re cog nising  that people  m ay not  be who the y  claim  to be  onl ine  

Keeping personal in formation safe  
•  le arning  what pe rsonal  inform ation is  
•  unde rstanding  the importance  of  pr ivacy  
•  knowing  that  personal  inform ation should not be  shared without  adult  support  

Rec ognising harm and seeking help  
•  ide nt ify ing  conte nt that  is  fr ig hte ning ,  upse tt ing  or  confusing  
•  knowing  how to s ignal  d istre ss or  conce rn  
•  knowing  which adults  are safe  to talk  to  
•  unde rstanding  that  asking  for  he lp is  always the  r ig ht  thing  to  do  

Adaptation for  individu al  need  

Whe re  ne ce ssary:  
•  onl ine  safe ty  e ducat ion is  pe rsonal ise d throug h EHCP outcomes  
•  addit ional  support  or  inte rvent ion is  provide d  
•  com m unicat ion strate g ies  are  adapte d for  AAC use rs  
•  te aching  is  de l ive re d in  sm alle r  g roups or 1:1 conte xts  

This  ensure s that online  safe ty  educat ion re m ains m e aningful ,  acce ssible  and protect ive ,  
rathe r than abstract  or  ove rwhe lm ing .  

Artif icial  intell igence,  misinformation and manipu lated c ontent  

The  school  re cog nises that art i f icial  inte l l ig e nce (AI )  is  incre asing ly  prese nt  in  dig ital  
conte nt and may pose  part icular  r isks for  pupi ls  with  SEND.  

Whe re  appropriate ,  pupi ls  are  supported to  understand that:  
•  some  onl ine  content  ( im age s,  v ide os or  me ssag es)  m ay be  fake or  manipu lated  
•  AI  can cre ate  imag es,  audio or  v ideo that  look re al  but  are  not  
•  onl ine  inform ation may not always be true or  re l iable  
•  te chnolog y should not  be  t ruste d without adult  support  and che cking  

Educat ion around AI  and m isinformation focuse s on:  
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•  sim ple ,  concre te  e xplanat ions  
•  crit ical  aware ne ss at  an acce ssible le ve l  
•  re inforcing  the  role of  adults  in  he lping  pupi ls  inte rpre t  information safe ly  

Safeguarding b y d esign  

Online  safe ty  education at  Fountains High School  is  underpinne d by  the  pr inciple  of  
safeg uarding  by  de sig n,  me aning  that:  

•  pupils  are  not  expe cte d to  manage  r isks  indepe ndently  
•  acce ss to te chnology is  planned,  supervise d and control le d  
•  f i l te r ing ,  m onitor ing  and adult  pre se nce  sit  alongside  educat ion  
•  com m unicat ion tools ( including  AAC) are  tre ate d as support  me chanism s, not  ope n 

platform s 

This  approach re cognise s that educat ion alone  is  not  suff icient  prote ct ion for  pupi ls  who 
m ay be  vulne rable  or  have  l im ite d r isk  aware ne ss.  

Educating parents and carers about online safety  

Fountains High School  re cog nise s that  pare nts and care rs  play an important  role  in  
support ing  chi ldren and young  pe ople to  be  safe onl ine .  We  also re cog nise  that  fam il ie s of  
pupi ls  with  SEND m ay face  addit ional  chal le nge s,  part icular ly  whe re pupi ls  have :  

•  com m unicat ion diff icult ie s  
•  l im ited unde rstanding  of  r isk  
•  hig h le ve ls  of  anxie ty  
•  strong  re l iance  on dig ital  comm unicat ion tools  
•  re str icte d inde pe ndence  

The  school  the re fore takes a  support ive ,  partne rship -base d approach,  rathe r  than 
assum ing  pare ntal  ove rsig ht  alone  is  suff icie nt.  

Commu nic ation and information sharing  
The  school  wi l l  se e k to  inform  and support  pare nts and care rs  by:  

•  sharing  this Onl ine Safe ty Pol icy  v ia  the  school  we bsite and on reque st  
•  providing  inform ation through ne wslette rs,  le tte rs  and othe r  rout ine  

com m unicat ions  
•  incorporat ing  onl ine  safe ty  information into pare nt and care r m ee ting s whe re 

appropriate  
•  sig npost ing  t ruste d exte rnal  g uidance  and re sources  
•  re sponding  prom ptly  and se nsit ive ly  to  conce rns raise d by  famil ie s  

Inform ation share d with  fam il ie s  is  de signe d to  be  cle ar,  proport ionate  and accessible ,  
avoiding  unne ce ssary  te chnical  lang uag e.  

Understanding sc hool systems and ex pec tations  

Pare nts  and carers  wi l l  be  inform ed about:  
•  how te chnology  is  use d in school  
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•  the  school’s f i l ter ing and m onitor ing  arrang em ents  
•  the  fact  that  the  school  doe s not  pe rm it  B r ing Your  Own De vice  (B YOD) for  pupi ls  or  

staff ,  exce pt  for  approved AAC or spe cial ist  acce ss de vice s  
•  how AAC or  spe cial ist  device s are supporte d,  supe rvise d and safe g uarded  

The  school  wi l l  be  t ranspare nt about  how onl ine safe ty is  m anag ed in  pract ice ,  while  
m aintaining  appropriate  conf ident ial i ty  and se curity.  

 

Shared safegu arding responsibil i ty  

While  parents  and care rs  re tain  re sponsibi l i ty  for  m anag ing  online  act iv i ty  outside school,  
Fountains High School  re cog nise s that  this  re sponsibi l i ty  m ust  be v ie we d in  conte xt.  

The  school  wi l l :  
•  avoid unre al ist ic  e xpe ctat ions of  pare ntal  control  
•  re cog nise  that  m any pupils  re quire  ongoing  adult  supervis ion onl ine  
•  offe r  g uidance  that  re f le cts pupi ls’  de ve lopme ntal  and communicat ion nee ds  
•  work col laborat ive ly  with  fam il ie s  whe re  r isks  or  conce rns are  ide nt if ie d  

Pare nts  and carers  are  encourage d to  inform  the  school  of  any  onl ine  safe ty  concerns that  
m ay affe ct a  pupi l ’s  we l lbe ing ,  eve n i f  the  act iv i ty  occurs  outside  school.  

Responding to c oncerns  

Pare nts  and carers  should raise  onl ine safe ty conce rns by  contact ing :  
•  the  class te am  
•  a me mbe r  of  the  safeg uarding team  
•  or  the  Desig nated Safe g uarding  Le ad (DSL)  

The  school  wi l l :  
•  l iste n care ful ly  to  conce rns  
•  assess r isk  in  l ine  with  safe g uarding proce dures  
•  take  appropriate  act ion where  conce rns im pact  on a  pupi l ’s  safe ty,  we l lbe ing  or  

acce ss to educat ion  
•  work with  fam il ies  and e xte rnal  ag e ncie s whe re ne ce ssary  

Bu ilding consistenc y for  pu pils  

For  m any pupils  with SEND, consistent  me ssag es across home  and school  are  esse nt ial .  

Whe re  appropriate ,  the  school  wi l l  work  with  pare nts and care rs  to:  
•  re inforce  ke y  safe ty  m e ssage s  
•  ag ree  shared boundarie s  or  expe ctat ions  
•  support  pupi ls  who strug g le to  re cognise r isk  or  reg ulate  onl ine  be haviour  
•  e nsure that AAC or  comm unicat ion te chnolog y  is  used safe ly  and purpose ful ly  

Cyber-bullying and harmful online be haviour  
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Fountains High School  re cog nise s that  bul ly ing  and harm ful  behaviour  can occur  throug h 
dig ital  te chnolog ie s and onl ine comm unicat ion,  and that  pupils  with  SEND m ay be  
part icular ly  vulne rable  due to  di f f icult ie s  with  comm unicat ion, social  unde rstanding ,  
e m otional  reg ulat ion or  re cog nising  r isk.  

Cybe r -bul ly ing and onl ine  pee r  harm are tre ate d as safe g uarding  concerns,  not  s imply  
be haviour  issue s.  

Onl ine  harm  m ay take  place :  
•  during  the  school  day  
•  using  school  systems  
•  outside  school  hours,  whe re  it  impacts  on a  pupi l ’s  we l lbe ing ,  safe ty  or  abi l i ty  to  

acce ss educat ion  

All  incide nts  wi l l  be  re sponde d to  in l ine  with  the school’s  safe g uarding  and behaviour  
pol icie s,  with  a protect ive  and proport ionate  approach.  

Definit ion 

Cybe r -bul ly ing refe rs to  bul ly ing  or  harm ful  be haviour  that  take s place  using  dig ital  
te chnolog y.  This  m ay include ,  but  is  not  l im ited to:  

•  abusive or  thre ate ning  m e ssage s  
•  re pe ated unwante d contact  
•  im pe rsonat ion or  ident ity  m isuse  
•  sharing  im ag es,  v ideos or  me ssag es without  consent  
•  hum il iat ion,  coe rcion or  control  throug h onl ine  comm unicat ion  
•  e xclusion f rom dig ital  spaces  

In  a  SEND conte xt,  harm  m ay occur  e ve n whe re intent  is  unclear.  B e haviour  that  cause s 
distre ss,  fe ar  or  em otional  harm  wil l  be  take n se r iously  re g ardle ss of  m otivat ion or  
unde rstanding .  

SEN D-informed u nderstanding of  harm  

The  school  re cog nises that:  
•  some  pupils  may not  re cog nise  that  the ir  be haviour  is  harm ful  
•  some  pupils  may be  e asi ly  inf lue nce d,  coe rce d or  e xploited  
•  onl ine  comm unicat ion m ay fe e l  m ore  intense  or  confusing  than face -to -face 

inte ract ion 
•  pupils  may com ply  with  reque sts  without  unde rstanding  r isk  

As a  result ,  re sponses to  cybe r -bul ly ing  focus on:  
•  safeg uarding  and prote ct ion f i rst  
•  e ducation and support  
•  proport ionate  behaviour  m anag eme nt  whe re  appropriate  

Prevention and educ ation  

The  school  se eks to  pre ve nt  cybe r -bul ly ing  and onl ine pee r  harm  throug h:  
•  supe rvised and structure d use  of  te chnolog y  
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•  cle ar  boundarie s  around dig ital  comm unicat ion  
•  adapte d onl ine  safe ty  educat ion (se e  Se ct ion 4)  
•  m ode ll ing respe ctful  com m unicat ion by  adults  
•  consiste nt  m essag e s re inforce d across the  curr iculum  and pastoral  support  

Pupi ls  are  supported to:  
•  re cog nise  whe n some thing  fe e ls unsafe  or  upse tt ing  
•  unde rstand that the y can say no  
•  se ek he lp  from truste d adults  
•  unde rstand that report ing  conce rns wi l l  not  result  in  punishme nt  

Artif icial  intell igence and emerging forms of  harm  

The  school  re cog nises that AI  can be  m isuse d to  cause harm , including  throug h:  
•  im pe rsonat ion  
•  fake  m essag e s or  imag e s  
•  m anipulate d or  “de epfake” conte nt  
•  hum il iat ion or  coe rcion  

Any use  of  AI -g ene rate d content  to  int im idate ,  e mbarrass,  thre aten or harm  othe rs wi l l  be  
t re ate d as a  se r ious safeg uarding  concern and m anage d in  l ine  with  this  pol icy  and 
safeg uarding  proce dure s.  

Responding to c yber -bu llying and onlin e harm  

All  incide nts  of  suspe cte d cybe r -bul ly ing or  onl ine  pee r  harm  wil l  be :  
•  take n ser iously  
•  re corde d appropriate ly  
•  inve st ig ate d proport ionate ly  
•  re sponde d to  in l ine with  safe g uarding  proce dures  

Re sponse s m ay include :  
•  im me diate  safeg uarding  act ion  
•  pastoral  or  therape utic support  
•  re vie w of  access to  te chnolog y  
•  work with  parents  and care rs  
•  involve me nt of  e xte rnal  age ncie s whe re  ne ce ssary  

Whe re  be haviour  m ay be  harm ful  but  ar ise s f rom SEND -re lated nee d,  re sponse s wil l  
pr ior i t ise  support,  educat ion and prote ction,  rathe r  than punishme nt.  

Searc hing and ex amination of devic es  

The  school  has the  powe r  to search for  and e xam ine  e le ctronic device s whe re  the re is  
re asonable  cause  to  be l ieve that:  

•  a pupil  is  at  r isk of  harm  
•  a safe g uarding  conce rn has occurred  
•  school  rules  have  bee n bre ache d  

Any se arching ,  screening  or  de le t ion of  content  wi l l  be  carr ied out:  
•  in  l ine  with  statutory g uidance  
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•  proport ionate ly  
•  with safe g uarding  conside rat ions at  the  ce ntre  

I f  there  is  reason to  be l ieve a  de vice contains inde cent  im age s of  a  chi ld,  staff  wi l l :  
•  not  v ie w the  conte nt  
•  se cure  the  device  
•  re port  im me diate ly  to  the De sig nate d Safe g uarding  Le ad  

 

Reporting and su pport  

Pupils,  staff  and pare nts/care rs  are  e ncourag e d to  re port  conce rns as  early  as  possible .  

Conce rns should be  re ported to:  
•  a trusted adult  
•  the  safeg uarding  te am  
•  or  the  Desig nated Safe g uarding  Le ad (DSL)  

The  school  wi l l  ensure  that:  
•  pupils  fe e l  safe to  disclose  conce rns  
•  re sponse s are  calm , support ive  and protect ive  
•  safeg uarding  de cisions are  cle arly  re corde d  

Acceptable use of  the internet in school  

Fountains High School  provide s acce ss to  the inte rne t  and dig ital  te chnolog ies to  support  
le arning ,  comm unicat ion and we llbe ing .  Al l  use  of  the  school’s inte rne t and dig ital  
syste ms is  subje ct  to this  pol icy  and the  re le vant  Acce ptable  Use  Ag reem e nts.  

Use  of  the  inte rnet  in school  is  a pr iv i lege,  not a r ight ,  and is  close ly supervise d in  orde r 
to  safe g uard pupi ls and staff .  

Sc hool -owned devices and systems  

All  inte rne t  access in  school  take s place  throug h:  
•  school -owned de vices  
•  school -m anage d ne tworks  
•  school -approve d software ,  platform s and se rv ice s  

Staff  and pupils  are  not  pe rm itte d to  acce ss the school network using  pe rsonal device s 
(B r ing  Your  Own De vice  –  B YOD),  with  the  sole  e xcept ion of  approve d AAC or  spe cial ist  
acce ss de vices,  as  se t  out  e lse whe re  in this  pol icy.  

Pu rpose of  internet  u se  

The  school’s  inte rnet acce ss m ust  only  be use d:  
•  for  educat ional  purpose s  
•  for  author ised com municat ion  
•  for  professional  dut ie s  l inke d to  a staff  me mbe r’s  role  
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Use  of  the  inte rnet  for  pe rsonal,  re cre at ional  or  non -educat ional  purposes is  not  
pe rm itte d dur ing  the school  day  unle ss e xpl icit ly  author ised.  

Su pervision and safegu arding  

Inte rne t  use  by  pupi ls  wi l l  a lways be :  
•  planne d 
•  supe rvised 
•  appropriate  to indiv idual  nee d  

The  school  does not assume  that  pupi ls are  able  to  se lf -reg ulate  onl ine  act iv i ty  safe ly.  
Adult  supe rvis ion and professional judgem e nt  are  ce ntral  safe g uards.  

Whe re  pupi ls use  com m unicat ion te chnolog y  ( including  AAC), this  is  supported and 
m onitored as part  of  a  structure d le arning or  comm unicat ion prog ram me .  

Filtering,  monitoring and oversight  

All  inte rne t  use  on school  system s is  subje ct  to  f i lte r ing  and m onitor ing in  l ine  with  
statutory e xpe ctat ions.  

This  includes:  
•  blocking  acce ss to  i l le g al,  harm ful  or  inappropriate  conte nt  
•  m onitor ing act iv i ty  to  ident i fy  safe g uarding  concerns  
•  re vie wing  ale rts or  conce rns promptly  

Staff  and pupils  should be  aware  that  pr ivacy cannot  be  assum ed when using school  
syste ms, as  safeg uarding  m onitor ing  is  in  place .  

Atte mpts to  bypass f i l te r ing ,  m onitor ing  or  se curity  controls  are  not pe rm itted and wil l  be  
t re ate d as a  safe g uarding  and discipl inary m atte r.  

Ex pec tations for staff  

Staff  m ust:  
•  fol low the  Staff  Acceptable  Use  Ag ree me nt  
•  use  only  approve d dig ital  tools  and platform s  
•  m ode l  safe ,  profe ssional  onl ine  behaviour  
•  e nsure pupi ls  use  technology  safe ly and appropriate ly  
•  re port  any  concerns about  inte rne t  use  im me diate ly to  the DSL  

Staff  m ust  not:  
•  use  unapprove d we bsite s,  platform s or  AI  tools  with  pupi ls  
•  allow pupils  to  access inappropriate  conte nt,  e ve n inadve rtently  
•  pe rm it  unsupe rvised inte rne t  acce ss  

Ex pec tations for pupils  
Pupils  are  supported,  according  to  the ir  ag e  and abi l i ty ,  to:  

•  use  the  inte rne t  only with  adult  pe rm ission  
•  fol low cle ar  rout ines and e xpe ctat ions for  te chnology  use  
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•  stop and see k he lp i f  some thing  fee ls  unsafe ,  upse tt ing  or  confusing  

Expe ctat ions for  pupi ls  are  personal ised and adjusted in  l ine  with  SEND nee ds and 
com m unicat ion prof i le s.  

Breac hes of  acc eptable u se  

Any bre ach of  acce ptable  inte rne t use  wil l  be :  
•  re sponde d to  proportionate ly  
•  m anag ed in  l ine  with safeg uarding  and behaviour  procedure s  
•  re corde d whe re  appropriate  

Whe re  inte rne t  m isuse  indicates safe g uarding  r isk,  chi ld prote ct ion procedure s wil l  take  
pre cedence  ove r be haviour  sanct ions.  

Pupils using mobil e devices in school  

Fountains High School  re cog nise s that  som e  pupils  m ay br ing  pe rsonal  m obile  phone s to  
school  for  re asons l inke d to  t rave l,  safe ty or  t ransit ion.  Howe ve r,  str ing ent  controls are  in 
place  to e nsure  that  m obile  de vices do not  pre sent  a  safe g uarding  r isk.  

The  school  does not pe rm it  the  use  of  pe rsonal  m obile  de vice s on s ite ,  exce pt whe re  
e xpl icit ly  state d be low.  

M obile phones brought  to  sc hool  

Pupils  attending  provis ion on the  Fountains Hig h School  s i te ,  may bring a  personal 
mobile phone to sc hool ,  but:  

•  the  phone  mu st be handed in immediately on arrival  
•  the  phone  is stored sec u rely  by  the  school  dur ing the  school  day  
•  the  phone  is returned to  the pupi l  only at the end of  the sc hool day  
•  the  phone  mu st not be ac c essed or  u sed on site  

Pupi ls  are  not  permitted  to  use  the ir  m obile  phones:  
•  in  le ssons 
•  during  bre aks or social  t ime s  
•  during  t ransit ions  
•  or  anywhe re  on the  school  s i te  

Any fai lure  to  hand in  a  phone ,  or  any  atte mpt  to use  a pe rsonal  m obile  device  on site ,  wi l l  
be  tre ate d as a bre ach of  school  rules  and m anag ed in  l ine  with be haviour  and 
safeg uarding  proce dure s.  

Post -16 provision at Bu rton and South Derbyshire College  

For  pupi ls  attending  post -16 provis ion base d at  B urton and South De rbyshire  Colleg e ,  
d i f fere nt  arrange me nts apply  in re cog nit ion of  the  col le ge  e nvironme nt  and incre ased 
indepe ndence .  

In  this  context:  
•  pupils  may re tain posse ssion of  the ir  m obile  phone s while  on the  col le ge  campus  
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•  m obile  phone s m ust  not  be  use d dur ing  lessons or  t ime table d le arning  act iv it ie s  
•  e xpe ctat ions re g arding  appropriate  use alig n with  col le ge  rules  and Fountains Hig h 

School  safe g uarding  e xpe ctat ions  

Any m isuse  of  m obile  de vices dur ing  lessons,  or  use  that  g ives r ise to  safeg uarding  
conce rns,  wi l l  be  re sponde d to  in l ine with  ag re ed be haviour  and safeg uarding  
procedure s.  

 

Ex c eption:  Approved AAC and spec ialist  acc ess devic es  

The  only  e xcept ion to  the above arrang em e nts appl ie s  to approved Aug me ntat ive  and 
Alte rnat ive  Com m unicat ion (AAC) or  spe cial ist  acce ss de vice s, whe re  such de vices are  
re quired to  support  a pupi l ’s  com m unicat ion,  le arning  or  acce ss nee ds.  
Whe re  AAC or spe cial ist  de vice s are  pe rmitte d:  

•  use  is  e xpl icit ly  ag ree d by  the  school  
•  use  is  planne d,  supervised and purpose -spe cif ic  
•  safeg uarding  controls,  f i l te r ing  and m onitor ing  apply  as  appropriate  
•  e xpe ctat ions are  share d with  pare nts  and care rs  

AAC and spe cial ist  acce ss de vices are  t reate d as assist ive  com m unicat ion tools,  not  
pe rsonal  m obile  phone s,  and the ir  use  doe s not  pe rm it  unre stricte d acce ss to the  inte rne t  
or  d ig ital  se rv ices.  

Safegu arding and supervision  

The  school  does not e xpe ct  pupi ls to  se lf -re g ulate  the safe  use  of  m obile  te chnolog y.  
Adult  oversight  re m ains the  pr im ary  safeguarding  m easure .  

Any conce rns re lat ing  to  m obile  device  use  wil l  be :  
•  addre sse d prom ptly  
•  assessed in  l ine  with safeg uarding  procedure s  
•  re corde d whe re  appropriate  

Whe re  mobile  phone  use  indicate s pote nt ial  safeg uarding  r isk,  chi ld  prote ct ion 
procedure s wi l l  take  pre cedence  ove r be haviour  sanct ions.  

Staff  using work devices outside school  

Fountains High School  re cog nise s that  staff  may,  at  t ime s,  nee d to  use school -owne d 
de vice s outside the  school  s i te  in  orde r  to carry  out  the ir  professional  dut ie s.  This  m ay 
include  pre parat ion,  assessme nt,  planning ,  re cord -ke eping  or  approved re mote  worki ng . 

Al l  use  of  school  device s outside  school  m ust  be  se cure ,  profe ssional  and 
safeg uarding -aware .  

Approved devic es and ac c ess  
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Whe n working outside  school,  staff  are e xpe cted to use  school -owne d de vice s for  the  
m ajor i ty  of  school busine ss,  part icular ly  whe re this  involve s pupi l  data,  safeg uarding  
inform ation or  conf ide nt ial  re cords.  

Howe ver,  the  school  re cog nise s that staff  m ay acce ss l im ite d syste ms, such as school  
e m ail  or  calendar serv ice s,  on pe rsonal  m obile  de vices whe re  this has be e n approved.  

Whe re  pe rsonal  m obile  de vices are  used in  this  way:  
•  acce ss is  re str icted to  low -r isk  syste ms only  (e .g .  e mail )  
•  two -ste p /  m ult i - factor  authent icat ion m ust  be  enable d and use d at  al l  t im es  
•  no pupil  or  safeg uarding  data m ay be  downloaded,  stored or  t ransfe rre d to  the  

pe rsonal  device  
•  de vice s m ust  be  prote cte d by a  se cure  passcode  or  b iom e tr ic  lock  
•  lost  or  comprom ised de vice s m ust  be  re ported imme diate ly  

Staff  are  not  permitted  to  use  personal  de vice s to:  
•  acce ss or re cord safe g uarding  system s  
•  store pupi l  data or  se nsit ive  inform ation  
•  com plete  asse ssm ent,  re port ing or  re cord -ke e ping  tasks  
•  com m unicate  with  pupi ls  outside  approve d system s  

Any acce ss to  school system s v ia pe rsonal  device s rem ains subje ct  to monitor ing  and 
safeg uarding  ove rsight.  

Sec u rity and data protec tion  

Staff  using work device s outside  school  m ust  take  al l  re asonable  steps to  ensure  de vice  
and data se curity,  including :  

•  ke eping de vice s password -prote cted at  al l  t ime s  
•  e nsuring  de vices lock autom atical ly  when not  in  use  
•  not  shar ing  de vices with  fam ily  m em be rs or  othe rs  
•  not  al lowing  unauthor ise d acce ss to  school  system s  
•  e nsuring  data is  store d only  on approved school  syste ms  

I f  a  de vice  is  lost,  stole n or  be l ieved to be  comprom ise d,  staff  m ust  inform  the  school  
im me diate ly,  in l ine with  data prote ct ion and safeg uarding  proce dure s.  

Use of  removable media and c lou d servic es  

Staff  m ust  not:  
•  download pupil  or  staff  data onto pe rsonal  storag e de vice s  
•  use  unapprove d cloud -based se rv ice s  
•  t ransfe r  data v ia  pe rsonal  e m ail  accounts  

Any use  of  re movable  me dia or  cloud se rv ice s m ust  be :  
•  e xpl icit ly  approve d  
•  e ncrypted where  require d  
•  com pliant  with  data prote ct ion re quire ments  
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Use of  art i f ic ial  intell igenc e (AI)  by staff  

Fountains High School  re cog nise s that  art i f icial  inte l l ig e nce  (AI )  tools  are  incre asing ly  
avai lable  and,  whe n use d appropriate ly,  m ay support  ef f icie ncy,  acce ssibi l i ty  and 
profe ssional  pract ice .  

The  school  pe rm its  the  use of  spe cif ic,  approved AI  tools  for  profe ssional  purposes,  
subje ct  to cle ar  safeg uarding and data prote ct ion boundaries.  

 

Approved AI  tools  

M ic rosoft  Copilot  for  M ic rosoft  365  

Staff  have  acce ss to  Microsoft  Copilot  for  Microsoft  365 as part  of  the  school’s se cure  
Microsoft  365 te nancy.  Copilot  365 ope rate s within the  org anisat ion’s  control le d 
e nvironme nt  and is  subje ct  to:  

•  org anisat ional se curity  controls  
•  use r  authe nt icat ion  
•  audit  logg ing  
•  data prote ct ion and re tent ion pol icies  

As such,  Microsoft  Copilot  365 is  considere d an approved AI  tool  when used in  l ine with  
this  pol icy.  

Staff  m ay use  Copilot  365 to  support  profe ssional  and adm inistrat ive  tasks such as:  
•  draft ing ,  ref in ing or  sum m aris ing  docum ents  
•  planning  and preparat ion  
•  im proving clar i ty  or  acce ssibi l i ty  of  wr it ten m ate r ial  
•  rout ine  adm inistrat ive  e ff icie ncy  

Al l  outputs  rem ain subje ct  to  profe ssional  che cking and judge me nt.  

T eac hMate AI  

The  school  also pe rm its  l im ited use  of  Te achMate  AI  to  support  te aching and profe ssional  
pract ice .  

Howe ver,  Te achMate AI  m ust  only  be  used with  anonym ise d or  g ene r ic input.  

Staff  m ust  not:  
•  input  pe rsonal  data  
•  input  pupi l  name s or  ide nt if iable  inform ation  
•  input  safe g uarding inform ation  
•  input  sensit ive  staff  or  fam ily  inform ation  
•  upload docum ents containing  pe rsonal  data  

Te achMate  AI  m ust  be  used without  any  pe rsonally  ide nt i f iable  inform ation and treate d as 
a  non -se cure ,  e xte rnal  platform  for  safe guarding  and data prote ct ion purpose s.  
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Safegu arding and professional  bou ndaries  

Whe n using  any AI  tool,  staff  m ust:  
•  never rel y on AI  to  make safegu arding dec isions  
•  ne ve r  use  AI  tools  dire ct ly  with  or  along side  pupi ls  
•  e nsure AI  supports,  but  doe s not  re place,  professional  judgem e nt  
•  apply  the  sam e standards of  conf ide nt iali ty  and professional ism  as with  any other  

dig ital  tool  
AI  m ust  not  be  used as a  subst itute  for:  

•  safeg uarding  thre sholds  
•  assessme nt of  r isk  
•  de cision -m aking  about  pupi l  safe ty or  we llbe ing  

Unapproved AI  tools  

Staff  m ust  not  use :  
•  publ ic or  consum e r AI  platform s  
•  pe rsonal  AI  accounts  
•  AI  tools  outside those  expl icit ly  approve d above  

for  any  school  busine ss involv ing :  
•  pupils  
•  safeg uarding  matte rs  
•  pe rsonal  or  se nsit ive inform ation  
•  profe ssional  de cision -m aking 

Professional  ac countabil i ty  

All  use  of  AI  is  subject  to:  
•  profe ssional  standards  
•  m onitor ing and audit  
•  safeg uarding  and discipl inary  procedure s  

Staff  re m ain ful ly  accountable  for  any  conte nt  produce d or  decisions m ade  when using  AI  
tools.  

Professional  c onduc t  and safegu arding  

Whe n using  work de vice s outside  school,  staff  m ust:  
•  m aintain  professional  standards at  al l  t ime s  
•  e nsure al l  com m unicat ion re m ains appropriate and author ised  
•  use  only  approve d platform s for  school  comm unicat ion  
•  uphold clear  boundarie s  with pupi ls  and fam il ie s  

Staff  m ust  be  aware  that  al l  school  device s and syste ms m ay be  subje ct  to  monitor ing  and 
audit .  

Breac hes and c onc erns  
Any m isuse  of  school device s,  whethe r  inside  or  outside  school,  m ay:  

•  be  tre ate d as a discipl inary m atte r  
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•  raise  safeg uarding  conce rns  
•  re quire report ing  unde r  data prote ct ion proce dures  

Whe re  conce rns re late  to safe g uarding ,  chi ld  prote ct ion procedure s wi l l  take  pre cede nce .  

How the school  wil l  respond to issue s of  misuse  

Fountains High School  re cog nise s that  m isuse  of  d ig ital  te chnolog y  m ay involve  
safeg uarding  concerns,  behavioural  issue s,  or  both.  The  school’s  re sponse  wil l  a lways 
prior i t ise  safeg uarding  and prote ct ion,  part icular ly  whe re  pupi ls  with  SEND m ay be  
vulne rab le  or  unable  to  re cog nise  r isk.  

Al l  incide nts  wi l l  be  m anag ed proport ionate ly,  re corde d appropriate ly  and re vie we d to  
inform  future  pract ice .  

Princ iples gu iding the sc hool’s respon s e  

Whe n re sponding to  issue s of  m isuse ,  the  school  wi l l :  
•  take  a calm , considere d and proport ionate  approach  
•  prior i t ise  the  safety  and we llbe ing  of  pupi ls  
•  re cog nise  the impact of  SEND, comm unicat ion ne eds and cognit ive understanding  
•  dist ing uish be twee n:  

o  accide ntal  e xposure  
o  lack of  unde rstanding  
o  inte nt ional  m isuse  
o  coe rcion,  exploitat ion or  pee r  harm  

•  e nsure responses are  educat ional  and support ive  whe re  appropriate ,  and prote ct ive  
whe re r isk  is  ide nt i f ie d  

B e haviour  sanct ions wi l l  ne ve r  re place safe g uarding  act ion whe re  there  are  chi ld  
prote ct ion conce rns.  

Responding to pu pil misu se  

Whe re  a  pupi l  m isuse s the  school’s inte rne t,  de vices or d ig ital  system s, the  re sponse  m ay 
include :  

•  im me diate  safeg uarding  asse ssme nt  
•  re moval  or  re str ict ion of  access to  te chnolog y  
•  pastoral  or  therape utic support  
•  re storat ive  or  educat ional  inte rve nt ions  
•  involve me nt of  pare nts  or  care rs  
•  re ferral  to  exte rnal  ag e ncies whe re  require d  

The  re sponse  wil l  take  account  of :  
•  the  nature  and se r iousne ss of  the  incident  
•  the  pupi l ’s  SEND prof i le  and capacity  
•  whe the r  harm  has occurre d or  r isk  is  ong oing  

All  re sponse s wil l  be consiste nt  with  the  school’s  safe g uarding  and be haviour  pol icie s.  
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Responding to safegu arding c onc erns  

I f  an incide nt involves or  indicates:  
•  e xposure  to  harm ful  or  i l le gal  conte nt  
•  e xploitat ion,  g room ing  or coe rcion  
•  pe er -on-pee r  abuse 
•  thre ats  to a  pupi l ’s  safe ty or  we l lbe ing  

the  m atte r  wi l l  be  t reate d as a  safe g uarding  concern and m anag ed in  l ine  with chi ld  
prote ct ion procedure s.  

The  Desig nated Safeg uarding Le ad (DSL)  wi l l :  
•  assess r isk  
•  de te rm ine  next  ste ps  
•  l ia ise  with  e xte rnal  ag e ncies whe re  appropriate  
•  e nsure act ions and de cisions are re corded cle arly  

Responding to staff  misu se  

Whe re  a  m em be r  of  staff  is  suspe cte d of  m isusing dig ital  te chnology,  school  system s or  
onl ine  tools,  the m atte r  wi l l  be  addre sse d in  l ine with:  

•  the  Staff  Code  of  Conduct  
•  discipl inary  proce dure s  
•  safeg uarding  and al le g at ions m anag eme nt  procedures  

I f  conce rns re late to  safeg uarding  or  profe ssional  boundarie s, the  DSL and senior  le ade rs  
wi l l  take  im me diate  act ion in  l ine  with statutory  g uidance .  

I l legal  or  high -risk a c tivity 

I f  there  is  reason to  be l ieve that d ig ital  misuse  involve s i l le g al  act iv i ty ,  including  but  not  
l im ited to:  

•  inde cent  im age s of  chi ldren  
•  se r ious e xploitat ion or  g room ing  
•  e xtre m ist  m ater ial  

the  school  wi l l :  
•  not  inve st ig ate  indepe nde ntly  
•  pre se rve  e vide nce  as appropriate  
•  take  advice f rom  the  DSL  
•  re fer  to  the  pol ice  or  re levant author it ie s  without  de lay  

Staff  m ust  ne ve r  v iew or  share  i l le g al  m ate r ial .  

Rec ording and review  

All  s ig nif icant incidents  of  m isuse  wil l  be:  
•  log ge d appropriate ly  
•  re vie we d by safe g uarding  le ade rs  
•  m onitored for  patte rns or  repe at conce rns  



 
 
 
 

 
ONLINE SAFETY  

POLICY    
 

REPORT 2020 – 2021 
REPORT 2020 – 2021 

| 25 

•  use d to  inform  training ,  supervis ion or pol icy  re vie w  

This  ensure s that online  safe ty  pract ice  re m ains re sponsive  and cont inual ly  im proving .  

Training for  staff,  governors and vol unteers  

Fountains High School  re cog nise s that  e ffe ct ive  onl ine  safety  de pe nds on staff ,  g ove rnors  
and voluntee rs having  the  knowle dg e ,  conf ide nce  and profe ssional  judge me nt to  ide nt i fy  
conce rns and respond appropriate ly.  

Onl ine  safe ty  t raining  is  t re ate d as a  core com ponent  of  safe guarding  training .  

 

Staff  training  

All  staff ,  including  teache rs,  support  staff  and pe r ipate t ic  staff,  wi l l :  
•  re ce ive  onl ine safe ty t raining  as  part  of  safe g uarding induct ion  
•  re ce ive  re g ular  safeguarding  update s that include  onl ine  safe ty  
•  be  m ade  aware  of :   

o  e me rg ing  onl ine r isks,  including  AI -e nable d harm  
o  Child -on-Child  onl ine  abuse  
o  e xploitat ion,  coe rcion and g room ing  
o  f i l te r ing  and m onitor ing  expe ctat ions  
o  staff  re sponsibi l i t ies whe n using  dig ital  system s  

Training  is  adapte d to  re f le ct:  
•  the  SEND context  of  the  school  
•  com m unicat ion and cog nit ive  ne eds of  pupi ls  
•  the  balance be twee n support,  supe rvis ion and prote ct ion  

Staff  wi l l  be  t rained to  understand the ir  role  in  f i l te r ing  and m onitor ing ,  including :  
•  re cog nising  whe n syste ms may not  be  e ffect ive  
•  re sponding  to  safeg uarding ale rts  appropriate ly  
•  re port ing conce rns prom ptly  to  the  De signated Safe g uarding  Le ad (DSL)  

Designated Safegu arding Lead (DSL)  and safegu arding leads  

The  DSL and any deputie s  wi l l :  
•  re ce ive  spe cial ist  safe g uarding  t raining  at  le ast  eve ry  two ye ars  
•  unde rtake  re g ular updates and professional  deve lopme nt  
•  m aintain  a  se cure  unde rstanding  of :   

o  f i l te r ing  and m onitor ing  syste ms  
o  onl ine  safe g uarding  r isks  
o  AI  and e me rg ing  dig ital  harm s  
o  statutory g uidance  and local  safeg uarding  arrang eme nts  

This  ensure s the  DSL is  able  to provide  informe d le ade rship,  chal le ng e  and assurance .  

Governors  
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Gove rnors  wi l l  re ce ive  safe g uarding t raining  appropriate  to their  role ,  which includes:  
•  onl ine  safe ty  as  part  of  safe g uarding ove rsig ht  
•  unde rstanding  of  f i l te r ing and monitor ing re sponsibi l i t ies  
•  aware ne ss of  e me rg ing  r isks  and statutory  e xpe ctat ions  
•  assurance  roles  rathe r  than ope rat ional involve me nt  

Training  e nables g ove rnors  to:  
•  ask informe d que st ions  
•  challe nge  pract ice  appropriate ly  
•  hold le ade rs  to  account  for  im ple me ntat ion of  this  pol icy  

 

Volu nteers and ex ternal  professionals  

Voluntee rs  and e xte rnal  profe ssionals  working  with pupi ls wi l l :  
•  re ce ive  appropriate  onl ine  safe ty  information as part  of  induct ion  
•  be  m ade  aware  of  this  pol icy  and acce ptable  use  expe ctat ions  
•  unde rstand how to report  conce rns to  school  staff  or  the  DSL  

Training  wi l l  be  proport ionate  to  role  and le ve l  of  contact  with  pupi ls.  

M onitoring and review of  training  

The  school  wi l l :  
•  ke ep re cords of  safeg uarding and onl ine  safe ty  t raining  
•  re vie w training  nee ds reg ular ly  
•  update t raining  conte nt  in response to:   

o  incide nts  or  em e rg ing  t re nds  
o  chang es in  statutory  g uidance  
o  ide nt if ie d are as for  de ve lopm ent  

This  ensure s training rem ains curre nt,  re le vant  and effe ct ive .  

Monitoring arrangements  

Fountains High School  re cog nise s that  onl ine  safe ty  is  an e volv ing  are a of  safeg uarding  
and re quires act ive  m onitor ing ,  re vie w and ove rsig ht to  rem ain e ffe ct ive .  

Monitor ing  arrang eme nts are de signe d to  e nsure that onl ine  safe ty pract ice is  robust,  
proport ionate  and responsive to  r isk.  

Safegu arding oversight  

The  Desig nated Safeg uarding Le ad (DSL)  is  re sponsible  for  oversee ing  m onitor ing  
arrange me nts re lat ing  to  onl ine  safe ty.  This  include s:  

•  re vie wing  safeg uarding  log s and incide nt  re cords re lated to onl ine  safe ty  
•  re vie wing  ale rts and conce rns g ene rated throug h m onitor ing  system s  
•  ide nt ify ing  patte rns,  t re nds or  em erg ing  r isks  
•  e nsuring  conce rns are  escalated appropriate ly  
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Whe re  conce rns indicate  safe g uarding r isk,  chi ld  prote ct ion proce dures take  pre cede nce .  

Filtering and monitoring review  
Fi l te r ing  and m onitoring  syste m s are  reviewe d:  

•  on a re g ular  basis by se nior  leade rs  and te chnical  staff  
•  in  re sponse  to  incidents  or  safe g uarding  conce rns  
•  as part  of  the annual safeg uarding  re vie w cycle  

Re vie w focuses on ensuring  that  system s:  
•  re m ain effe ct ive  and proport ionate  
•  do not  cre ate  unintended safeg uarding  blind spots  
•  re f le ct the  de ve lopme ntal  and SEND nee ds of  pupi ls  

Assurance  re g arding  f i l te r ing  and m onitor ing  is  re porte d to  the  g ove rning  board.  

Governanc e and accou ntabil ity  

The  gove rning  board provide s strateg ic ove rsight  by:  
•  re ce iv ing  safeg uarding  re ports  that  include  onl ine safe ty  
•  re vie wing  assurance provided by  se nior  leade rs  and the  DSL  
•  challe ng ing  and support ing  leade rs  whe re  appropriate  

The  gove rning  board does not m anage  ope rat ional  syste m s but  e nsure s that  e f fe ct ive  
arrange me nts are  in place  and re vie we d.  

Polic y review  

This  Onl ine Safety  Pol icy  wi l l  be :  
•  re vie we d annually  
•  re vie we d in  re sponse to  s ig nif icant  incidents  
•  updated fol lowing  chang es in  statutory  g uidance  or  ide nt i f ie d r isk  

The  pol icy  re vie w proce ss incorporate s:  
•  safeg uarding  incide nt  analysis  
•  staff  training  fe edback  
•  de ve lopme nts in  te chnology  and onl ine r isk  

This  ensure s that online  safe ty  pract ice  re m ains current  and effe ct ive .  

Links with other p olicies  

This  Onl ine Safety  Pol icy  should be  re ad in  conjunct ion with the  school’s  wide r  
safeg uarding ,  behaviour  and inform ation g ove rnance  frame work.  

I t  is  expl icit ly  l inked to  the  fol lowing  pol icie s:  

•  Child  Prote ct ion and Safe g uarding  Pol icy  
•  Posit ive Be haviour  Pol icy  
•  Staff  Code  of  Conduct  
•  Acce ptable Use  Ag ree me nts (staff ,  pupi ls,  voluntee rs  and v is i tors)  
•  Data Prote ct ion Pol icy  and Pr ivacy Notice s  
•  Se arching ,  Scre ening and Conf iscat ion Proce dures  
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•  Complaints Procedure  
•  Whist leblowing Pol icy  

The se  pol icie s  work tog e the r to  e nsure  a  cohe re nt,  proport ionate  and e ffe ct ive  approach 
to  safe g uarding ,  onl ine  safe ty,  professional  conduct  and data prote ct ion.  

Whe re  conce rns re late  to safe g uarding ,  the  Chi ld  Prote ct ion and Safe g uarding  Pol icy  
take s pre ce de nce .  

 

 

 

 

 

 

 

 

 

 

 

 

 

 


